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Abstract—Balanced datasets play a key role in the bias observed
in machine learning algorithms towards classification and
prediction. The CSE-CIC IDS datasets published in 2017 and
2018 have both attracted considerable scholarly attention
towards research in intrusion detection systems. Recent work
published using this dataset indicates little attention paid to the
imbalance of the dataset. The study presented in this paper sets
out to explore the degree to which imbalance has been treated
and provide a taxonomy of the machine learning approaches
developed using these datasets. A survey of published works
related to these datasets was done to deliver a combined
qualitative and quantitative methodological approach for our
analysis towards deriving a taxonomy. The research presented
here confirms that the impact of bias due to the imbalance
datasets is rarely addressed. This data supports further research
and development of supervised machine learning techniques
which reduce the impact of bias in classification or prediction
due to these imbalance datasets.
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I. INTRODUCTION

Supervised machine learning (ML) techniques require
labelled datasets which are used to train a classification or
prediction model. In a binary classification problem, the true
or false labels need to be sufficient in quantity when each data
sample has a large number of features used as an input to train
the model. The performance of a ML model can be strongly
affected by the dataset which is used for training. A dataset
which is imbalanced can lead to a biased classification or
prediction [1]. Intrusion detection systems (IDS) are able to
collect samples of network traffic using fiber optical taps at
various points in a network [2]. The samples can be used as
inputs to a trained ML model to classify a data sample as
benign or malicious in the simplest case of binary
classification [3]. Predictions could also be made on potential
attacks using such models [4]. In a real-world enterprise
environment, the traffic collected from these taps is expected
to have a high ratio of benign to malicious samples. In this
paper we focus on the CSE-CIC IDS datasets which were
published in 2017 and 2018. These datasets are both rich in
terms of the features each data sample has and in terms of the
different types of cyberattacks. The goal of this study is to
analyze the contributions which use these datasets for ML.
Research on the development of trained models which can
accurately classify cyber intrusion events has received
growing attention [5,6]. The CIC-IDS dataset [7] has been
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recently used in a number of studies towards ML for IDS
[8,9]. In [10] and [11] the authors have reported on the
accuracy of proposed ML techniques which account for the
imbalance of the dataset. However, little research to date has
focused on the imbalance of the dataset. The analysis
presented in this paper is used to provide a taxonomy of the
supervised ML techniques applied to train models for
classification or prediction. The aim of this work is two-fold:
(1) identify research opportunities in the development of
models that account for bias and (2) identify requirements for
new synthetic or semi-synthetic datasets which are balanced.
The results of this analytical study suggests that the aims are
well defined. This is due to a high count of published work in
which a treatment of the imbalance of these datasets is
missing. However, it is also encouraging to report that the
imbalance issue is not completely ignored in the literature and
some work has provided insights to this. Our derived
taxonomy provides researchers with an opportunity to revisit
algorithms developed and enhance their capabilities with
techniques that account for imbalance.

This paper is organized as follows: Section II reviews
published work which uses the CSE-CIC IDS dataset. Section
IIT discussed the methodology which was used for this survey
and analysis. Section IV discusses the results of the analysis
and Section V concludes the study.

II. LITERATURE REVIEW

A large and growing body of literature has investigated ML
methods applied to cybersecurity datasets. In this study we
found that 75 articles were published between 2017 and 2020
on ML which use the CCSE-CIC IDS dataset.

In [12] the authors detail the features and attacks which
constitute their CSE-CIC IDS 2017 dataset. In [13], the authors
apply Deep Multilayer Perceptron (DMPL) structure which
uses recursive feature elimination performed using random
forest (RFE-RF) and reports on the accuracy metric. In this
work the authors do not indicate any treatment of the
imbalance of the dataset. An approach towards addressing
dataset imbalance was provided in [14] where a data level
technique is applied in which the minority malicious traffic
data is oversampled. A similar technique in [15] also applies a
data level technique in which downsampling of the majority
benign traffic is used to mitigate the class imbalance. In [16],
an algorithm level approach is proposed as a solution to
mitigating the imbalance. In this work the metrics reported
include the accuracy, precision, F-Measure, Detection Rate



(DR), Attack Detection Rate (ADR), False Alarm Rate (FAR),
Model Building Time (MBT).

The CSE-CIC IDS 2018 dataset is thoroughly covered in
[17] similar to [12] in which the authors detail the
improvement over the 2017 dataset. Later in 2018, [18] is one
of the many published works that apply supervised ML
classifiers and reports on the well-known metrics related to the
performance of the ML model. In 2019, [19] is one of the few
papers found that applied the data level technique to the CSE-
CIC IDS 2018 dataset. In the same year, in [20] an algorithm
level technique was applied.

A combination of data level techniques and algorithm level
techniques were reported in [21] and [22]. Such a combination
of techniques was first reported in [22] as a hybrid technique.
However, we note that the techniques in [21] and [22] are
applied on the CSE-CIC IDS 2017 dataset.

III. METHODS

Our approach to deriving a new taxonomy is based on the
study of work published in the cybersecurity domain anchored
on the CSE-CIC IDS dataset. A criteria for selecting published
work for this dataset, related to Al based intrusion detection
systems was developed. The criteria used for selecting papers
related to IDS and dataset balancing is specified in this section
as follows:

Criteria for selecting the papers related to IDS were as
follows:

e Publications were only included if they were relevant to
the CSE-CIC IDS datasets.

e Publications were only included if certain keywords and
phrases related to dataset balancing were found. These
included but not limited to: imbalance; minority
class(es); majority class(es), sampling, downsampling,
upsampling, balance(ing).

e Publications were only included if they were published
between 2018 and 2020 to align with the first public
announcement of the dataset.

e The number of citations and venue of publication was
considered for each work assessed.

e Publications were only included if they approached
imbalance and cited the other non-IDS related work on
dataset balancing.

To come up with this methodology, previous approaches
published in [24] and [25] were reviewed and analyzed. The
two papers were compared, in [24] more advanced techniques
were proposed due to the recent advancements provided by
google scholar platform reported in this paper.

From [24], the google scholar as a platform provides
access to key information about the citation of a paper. The
name of the primary dataset paper is first entered in the google
scholar search engine. The number of times the paper has been
cited is displayed and clicking on it leads to the total list of
cited papers. The papers are filtered down by clicking the

checkbox “Search within cited articles”, the keyword search
and custom range process used for the datasets are explained
below:

The keyword “imbalance” was used for the CSE-CIC IDS
dataset and a total of 75 papers were generated. A custom
range option is also available in google scholar to select the
key papers. The range applied for our research is 2078-2020.

IV. RESULTS AND DISCUSSION

Much of the literature on ML methods reviewed in this
work, applied these methods to CIC-IDS dataset with a focus
on reporting the accuracy of an algorithm or method. The
research to date has been predominantly in optimizing the
salgorithms used in ML, towards improving the metrics shown
in Table 1. The papers surveyed in this study do not
convincingly show that imbalance datasets are treated and to
what degree.

TABLE L CONFUSION MATRIX
Classification
Confusion Matrix Positive Negative
Positive TP FN
Matrix Negative FP N

Confusion Matrix is a performance measurement for
machine learning classification. The confusion matrix in Table
1, comprises of four items for binary classifiers:

True Positives (TP) - when the classifier identifies the true
positive label as positive.

True Negatives (TN) - when the classifier identifies the true
negative label as negative.

False Positives (FP) - when the classifier identifies the true
negative label as positive.

False Negatives (FN) - when the classifier identifies the true
positive label as negative.

In the context of cybersecurity research, a well-known
understanding is that a positive event is defined as a malicious
event and the correct classification of such an event is deemed
as a true positive outcome. A negative event is a benign event
and the correct classification is deemed as true negative.
Inaccurate classification can mean that a benign event is
classified as a malicious event. This misclassification is
deemed as a false positive. Likewise, for a malicious event to
be classified as a benign event is deemed a false negative [26].
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Fig. 1. Imbalanced Class Distribution CSE-CIC IDS 2018

Figure 1 highlights the extent of the imbalance observed in
the CSE-CIC IDS 2018 dataset in [27]. There are different
types of malicious events such as BOT, DoS, Brute Force,
Infiltration, SQL injection. Heartbleed is not included in
Figure 1 as the number of samples is very small. By far the
most typical trend observed when evaluating the distribution
of samples per class in datasets is exponential. This trend
indicates that the percentage of benign samples is higher than
malicious samples. A dataset best serves in machine learning
algorithms when the distribution is normal or close to normal.

The issue of class imbalance distribution is dominant
across all domains [28]. In this paper, two metrics - precision
and recall - are studied and referenced for issues that relate to
class imbalance. A dataset contains imbalanced class
distribution when one class - which is often the one of interest
- is a minority class or not represented adequately. A number
of publications have been reviewed to determine the impact of
dataset imbalance. By far the most widely accepted account
can be found in [28] which states that issues arising from this
are poor accuracy in classification and a general bias in the
results obtained. Classifier algorithms used in machine
learning as mentioned in [29] require a balanced dataset. In
spite of these findings, there are recent developments in
algorithms that account for the imbalance in a dataset. Such
approaches are generalized as algorithm level approaches
towards the mitigation of bias [30].

In this paper, we determine the CSE-CIC IDS 2018 dataset
of having a benign to malicious imbalance ratio of 1.71 to 1.
Table 2 represents the imbalance taking into account all the
attack types included in the CSE-CIC IDS 2018 dataset in
[27]. The benign traffic in this dataset is found to be 1.71
times more than the total malicious traffic.

TABLE II. CLASS DISTRIBUTION FOR CSE-CIC IDS 2018

Class Label Count
Benign 2,856,035
BoT 286,191
Brute Force 513
DoS 1,289,544
Infiltration 93,063
SQL Injection 53
Total 4,525,399
TABLE IIL IMBALANCE RATIO DISTRIBUTION FOR CSE-CIC IDS 2018
Normal Attack Traffic Count Normal to
Traffic Count Type Attack Ratio
BoT 286191 (6.324%) 10201
2856035 Brute Force 513 (0.011%) 5567 to 1
(63.11%) DoS 1289544 (28.49%) 2101
Infiltration 93063 (2.056%) 31to 1
SQL Injection | 53 (0.001%) 5388710 1

In Table 3 we provide an approximation of the ratios of
benign to malicious traffic in the various minority classes
provided in Table 2 from [4]. For the most populous minority
class, DoS, a ratio of more than 2 to 1 is observed. The next
minority class, BOT has a ratio of approximately ten to one.
Infiltration has a ratio of 31 7o 1 followed by Brute Force with
a ratio of 5567 to 1. SQL Injection has a severely imbalanced
ratio of 53887 to 1. Hence, a ML algorithm trained on this
dataset will tend to bias towards classifying a SQL Injection
event as a benign event, a false negative. The general
classification of malicious will have a ratio of 1.71 fo 1 which
is an improvement but still a distance from a much required
balanced dataset. Cross validation techniques may be used to
mitigate the effect but will not be very accurate in the case of
minority classes as discussed in [12]. Hence, from the above
table it can be inferred that the attack traffic will yield a high
rate of False Negatives and a low rate of False Positives.

A. Overview of the CSE-CIC IDS used in this study

CSE-CIC IDS 2018 is a popular dataset with a large
number of published works explored in the field of IDS. CSE-
CIC IDS 2018 is developed using the AWS platform (Amazon
Web Services). This dataset provides numerous attack profiles
that can be used in the field of intelligent security and applied
to network topologies and protocols in a generic approach
[18]. This dataset was enhanced in consideration with the
standards of CSE-CIC IDS2017. CSE-CIC IDS2018 is a
public dataset which is currently in use that has 2 profiles
classified, and consists of 5 different attack methods. Various
data scenarios were collected and the raw was edited on a
daily basis. 80 statistical properties such as packet length,
number of packets, number of bytes etc were calculated in
forward and reverse direction separately while creating data.
Finally, the dataset was published over the internet to all the
researchers out there. The dataset is published in two formats



CSV and PCAP with approximately 5 million records. CSV
format is mainly used in the field of Al and PCAP format is
used for extracting new features [4].

B. Analysis of Published Work

A systematic review of the literature in the cohort of
published works from Section III allowed us to divide the
work into groups according to the level of contribution each
work makes towards balancing of a dataset. This grouping has
been done in a hierarchical order as shown in Figure 4 with
the first level determining whether the paper has a
contribution or not. The second level identifies the extent of
the contribution in terms of a proposed method or the
application of an existing method. In the case of non-
contributing work, the second level identifies whether
imbalance has been recognized and mentioned or not.

Papers surveyed for
cic

Level 1 |
Evaluation of |
Contribution | /

With Contribution Without Contribution

) ¥ Y
Level 2: o Mentioned or
Evaluation of }) | Proposed Technique AD_DF‘;E:‘%ESHG Recognised Not Relevant )
Treatment // : Imbalance

Fig. 2. Hierarchical grouping of published work

A more thorough definition of the grouping has been provided
below:

e Proposed: The authors have proposed a technique to
solve imbalance.

e Applied Existing: The authors have applied existing
techniques in solving imbalance.

e VWith Contribution: This is a cumulative of papers
in which the authors have either proposed or applied
existing techniques.

e Mentioned: These are the papers in which the
authors have mentioned an imbalance technique with
respect to our analysis but have not treated it.

e Not Relevant: The authors have mentioned
imbalance in general and not with respect to our
analysis of dataset imbalance.

e  VWithout Contribution: The authors of these papers
have either mentioned imbalance or did not have any
discussion relevant to the imbalance of the datasets.
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Fig. 3. Comparision of the imbalance treatment catogories
in CSE-CIC IDS 2017 and 2018

The categories: with contribution and without contribution
have been added for the ease of presenting the analysis. Papers
that have proposed a new technique or applied an existing
technique to deal with the imbalance are labelled as With
Contribution. Furthermore, papers that have no relevance to
dataset imbalance or have reservedly mentioned the word
imbalance are collectively labelled as Without Contribution.

Figure 5 shows the distribution of published work across
the four groups defined for CSE-CIC IDS dataset. Figure 6
presents a cumulative percentage distribution across the four
groups irrespective of the datasets used. It has been observed
that only 40% of the papers have either proposed or applied
techniques to treat dataset imbalance and the remaining 60%
of the papers have not contributed to this study. These results
further support the idea that there is a lack of attention to
imbalance because 44% of the papers are not relevant which
takes precedence over other groups.
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g. 4. Categorization of Imbalance Treatment — A comparison of all papers
surveyed, across all categories of imbalance treatment.

The “without contribution” category shown in Figure 5
takes precedence with the highest count. In the “with
contribution” category the applied existing takes precedence
as shown in Figure 7
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C. Level Distribution

A study of the proposed and applied existing papers was
undertaken to determine the technique which has been used. In
contrast to the findings in the literature review, the outcome of
this particular study demonstrates that there are three distinct
classifications of techniques for balancing of datasets as
shown in Figure 8. The grouping or classification of these
techniques are defined as levels to be consistent with
published literature presented in Section II.
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Fig. 6. Comparing the number of papers that propose, apply or mention
approaches in CSE-CIC IDS dataset 2017 and 2018

The statistical representation in Figure 8 spans the 26
papers published in the CSE-CIC IDS. This dataset shows that
the majority of papers use data level techniques to solve the
issue of imbalance.

D. Ranking of undertaken approaches

The percentage distribution for proposed and applied
existing from the total amount of papers with contribution is
depicted in Figure 7. Papers with contribution had 45% of new
methods proposed and 55% of existing methods applied. This
result may be explained by the fact that a majority of the
papers have not focused on proposing a new technique to
overcome bias. This discrepancy can be a dominant focus area
for future research directions.

CONCLUSION

The findings in this work clearly suggests an
opportunity for research work which proposes novel
techniques to handle the dataset imbalance in the CSE-CIC
IDS datasets. The formal definition of the hybrid level
technique in the proposed taxonomy can be used by
researchers to explore new combinations that have not been
discovered in literature related to these datasets. Most
interestingly, we found an opportunity to apply hybrid level
techniques to the CSE-CIC IDS 2018 dataset as these have
only been found in the CSE-CIC IDS 2017 dataset.
Furthermore, researchers may consider developing novel
hybrid techniques to improve the ML model performance
metrics for classification and prediction.
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