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Abstract—Internet of Things (IoT) and Artificial Intelligence 
(AI) has led the digital transformation in modern healthcare. With 
any kind of digital transformation, security challenges must be 
considered in the early stages of the design. Healthcare data is 
sensitive and any breach compromises the privacy of patients. 
More so in IoT networks where the connected devices are 
vulnerable to attacks. Cyberattacks can result in life-threatening 
consequences. In this paper, a survey and analysis of research on 
the use of AI as a tool for cybersecurity to protect IoT networks 
used for healthcare are presented. A thorough analysis of 
literature between 2014 and 2019 is provided. A niche opportunity 
for researchers to focus on in this space is identified following a 
thorough analysis of related papers. 

Keywords—Internet of Things, Artificial Intelligence, Security, 
Privacy, Healthcare 

I. INTRODUCTION  

Technologies are rapidly advancing on a daily basis and 
they are made with a goal to make our lives easier. Healthcare 
industry has greatly benefitted from this technological 
advancement. It makes any long and tedious process easier to 
complete and allows doctors and medical personnel to use this 
amazing tool in a secure manner. Before technology was 
introduced in the healthcare industry, patients had to endure 
long waiting hours to get examined and staff had to complete 
tasks manually. Patients only interacted with the doctors 
through visits to the hospital, phone, and text. There was no way 
to monitor the patient's health continuously to make an 
immediate and accurate diagnosis. Internet of Things (IoT) and 
Artificial Intelligence (AI) in healthcare can help bring a 
tremendous change to medical analysis, disease diagnosis and 
patient care [1]. 

Internet of Things (IoT) is a network of physical devices 
that can connect and exchange information [2]. Information 
exchanged using connected IoT devices in healthcare is known 
as Internet of Medical Things (IoMT) [3]. Artificial Intelligence 
in healthcare is a technology that uses different software and 
algorithms to resemble human intelligence in order to process 
complex medical data and perform analysis, reasoning, pattern 
detection, carry out specific tasks and solve problems without 
any direct human interaction or input [4]. AI is a collection of 
different technologies. IoT devices used for healthcare can be 
in the form of wearables, biosensors or body sensors, and 
medical equipment. The collected medical data can be in the 
form of EHR, claims, patient registries, health surveys or 
clinical trial data [5]. AI is the most effective way to process all 
big data and make accurate analysis in real-time [6]. These 
technologies open new doors to exciting possibilities such as 
reducing doctor-patient visit, real-time monitoring of patients 

suffering from chronic illness, recovering patients, and bringing 
healthcare to rural areas. 

Security is always an issue with any new technology and 
it’s not different in this case. Cybersecurity breaches [7] of IoT 
device and medical data is a matter of life or death. Medical 
Equipment like a pacemaker, life support or oxygen supply 
system connected to the internet can vulnerable to different 
kinds of attacks and can leave a patient helpless. Connected IoT 
devices [8] in healthcare can pose risks to the security and 
privacy of the device, patient, and hospital. 

A. Security and Types of Security 

Security in terms of Information Technology (IT) is the 
protection of IT assets and digital information against threats [9]. 
The threats can be in the form of external, internal, accidental or 
malicious. The following are the types of security. 

1) Physical Security: Physical Security deals with the 
protection of hardware, software, personnel, network and data 
from different kinds of threats such as physical actions, 
intrusions and inside events that could cause damage to an 
organization [9] . 

2) Information Security:  Information Security (Infosec) 
consists of a wide range of strategies to detect, prevent and 
respond to threats [10]. Infosec programs are based on 3 main 
objectives- CIA Triad i.e. Confidentiality, Integrity, 
Availability [11]. Infosec is a central part of Cybersecurity. 
Information Security consists of specialized categories that is 
represented in Figure 1. 

 
 

Fig. 1. Information Security categorization [9][12][13] 

ICCSPA20 1570628550

1



B. Contributions 

• A survey of related papers from the year 2014 to 2019. 

• Tabulated form summarization of IoT security issues, 
frameworks, types of security and AI 
methods/techniques to assist these frameworks. 

• Analysis and observation of these tables to highlight how 
AI can be used to tackle IoT security issues for different 
healthcare scenarios. 

II. RELATED SURVEY PAPERS 

Related Survey papers from the year 2014-2019 are 
collected and classified to analyze the different security issues 
of Internet of Things in the healthcare industry and how AI can 
be applied to resolve those issues. The type of security is 
classified based on the above-mentioned types. Table 1 can also 
be used to find what other technologies can be combined with 
AI to further enhance the security of IoT. 

 

 

TABLE I.  SUMMARY OF  RELATED SURVEY PAPERS

 
Paper 

Ref 
Contributions Technology/Te

chniques 
Type of 
Security 

Security Issues Industry 

[14] A comprehensive discussion on the potential 
vulnerabilities and attack surfaces of the IoT system. 
In-depth review of Machine Learning (ML) and recent 
advances in Deep Learning (DL) methods for IoT 
security                                                                                 
Application of ML/DL for each IoT layer, challenges, 
and future directions. 

IoT, Machine 
Learning, Deep 
Learning, Big 
Data 

Application 
and Network 
Security 

Security measures like 
encryption, authentication, 
access control, network and 
application security for IoT 
devices and their inherent 
vulnerabilities are ineffective. 
Existing security methods need 
to be enhanced to secure the 
IoT ecosystem effectively. 

All 
Industries 

[15] Extensive Survey on different cloud-based IoT HC 
systems that use Machine Learning for analyzing data. 
Review of different ML approaches used in 
cybersecurity 
A Standard model is proposed. 

IoT, Cloud, 
Machine 
Learning 

Information 
Security  

Gathering and processing of 
large amounts of data from 
wearable sensors can cause 
many security issues for cloud-
based IoT healthcare systems. 

Healthcare 

[16] An in-depth systematic and comprehensive survey of 
the role of Machine Learning and Deep Learning in IoT.   
State of the art results on ML/DL that focuses on 
privacy and security of IoT Networks.                                 
Limitations of existing IoT network security solutions 
that call for DL and ML techniques.                                    
In-depth review of the research challenges of ML/DL 
techniques in IoT 

IoT, Machine 
Learning, Deep 
Learning 

Network 
Security 

Unique characteristics of IoT 
render existing solutions 
insufficient because of resource 
constraints, heterogeneity, 
massive real-time data 
generated by IoT devices and 
the dynamic behavior of the 
networks. 

All 
Industries 

Table I provides a summary of all related survey papers. [14] 
discusses the various kinds of security threats in the IoT system 
and provides an in-depth review of machine learning and deep 
learning methods. IoT security in healthcare faces a challenge 
between availability and safety. This challenge can be mitigated 
with the help of ML and DL methods. Processing large amounts 
of data generated by IoT devices using the cloud in a secure 
manner can be a problem, In order to solve this problem, a 
solution of combining machine learning combined with 
healthcare IoT and cloud is proposed in [15]. A generic 
architecture is proposed to secure data transmission for analysis 
and detection of suspicious activities using cryptography and 
steganography. The architecture does not explain how ML/DL 
can be implemented [15]. Current security solutions for IoT 
networks and gaps in the security solution that calls for machine  
and deep learning are reviewed in [16]. 

Majority of the IoT healthcare papers focus on information 
security issues. Healthcare is not highlighted as a major industry 
in [14][16]. This table illustrates that there is not even a single 
survey paper that focuses on how AI methods/techniques can be 
used to tackle security and privacy issues for various healthcare 
scenarios 

III. CLASSIFICATION AND OBSERVATIONS 

This section analyzes and provides observations on the 
various IoT security issues in healthcare and how AI 
methods/techniques can be used in frameworks to resolve 
certain issues.  For this purpose, we have collected related 
papers from the year 2014 to 2019 with experimental 
evaluation. 

 

TABLE II.  IOT SECURITY IN HEALTHCARE 

Paper 
Ref 

Security Issues Proposed Framework 
/Model 

Experiment Result 
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[17] Physical protection for smart 
objects and maintenance of 
data confidentiality, integrity, 
and privacy. 

Propose a secure IoT based HC 
system that operates through Body 
Sensor Network (BSN) 
architecture. 

The scheme is tested on an IoT based 
testbed  

The scheme can be 
implemented in mobile 
intelligent objects with strong 
security density. 

[18] Mutual authentication, 
confidentiality, anonymity, 
availability, forward security, 
and attack resistance 

Review of ECC-based RFID 
authentication scheme based on 
performance and security 

Computation and communication cost 
analysis with past ECC RFID 
schemes. 

Three of the recently proposed 
schemes satisfy security 
requirements. 

[19] Data privacy, integrity. 
freshness, authentication, 
anonymity, and secure 
localization. 

Secure IoT healthcare system using 
BSN care 

Performance benchmarking based on 
security requirements and execution 
time.  

The proposed system can 
satisfy the security 
requirements for the BSN 
healthcare system 

[20] Authentication and 
authorization 

Session resumption-based end-to-
end security scheme for IoT 
healthcare. 

Security and performance evaluation  Proposed Scheme can provide 
end to end security for IoT 
healthcare 

[21] Privacy Breach of Healthcare 
data 

Cloud-based healthcare service 
combined with IoHT for preserving 
the privacy of user's healthcare 
data. 

Tested the performance, accuracy of 
the proposed framework.  

Increase in privacy without 
affecting the accuracy of the 
framework. 

[22] Authentication of bio-
information without 
compromising the owner's 
privacy. 

Anonymous batch verification 
scheme for MHCS based on 
improved certificateless aggregate 
signature. 

Performance evaluation based on 
computation overhead and storage 
overhead. 

Achieves lower computation 
overhead and better efficiency. 

[23] Secure data transmission from 
sensors to doctors. 

Robust and lightweight 
authentication scheme for WMSN. 

Performance and simulation with NS3 The proposed scheme achieves 
high efficiency. 

[24] Securing healthcare data GC architecture to secure the 
integration of fog and cloud 
computing. 

Performance evaluation using 
sensitivity, specificity, precision, 
recall, and f-measure 

The proposed architecture is 
efficient. 
 

[25] Reliable and secure data 
communication for IoT and 
Cloud infrastructure supported 
devices. 

Neuro-Fuzzy Inference System 
with a brain-inspired trust 
management model  

Simulation of proposed TMM in the 
NS-2 platform.  

TMM was better than FIS 
based trust management 
algorithms in terms of 
accuracy. 

[26] Access to the server by 
attackers and entry of 
malicious devices  

Device Authentication scheme 
which makes use of PUF for IoMT 

Experimental evaluation and 
theoretical validation of PMSec 

PUF can be used to 
authenticate devices in the 
network. 

[27] Security and privacy issues in 
healthcare data aggregation. 

Privacy-preserving health data 
aggregation scheme for data 
collection  

The proposed scheme is evaluated 
based on efficiency 

Robust Security is achieved for 
health data aggregation. 

[28] Security and integrity of 
medical data 

Hybrid Encryption Schema- a 
combination of advanced 
encryption standard, rivestm shamr, 
and adleman algorithms 

Scheme is implemented using 
MATLAB software on a personal 
computer. 

Scheme was able to protect 
patient data with high 
imperceptibility, minimal 
deterioration 

[29] Privacy and insecurity against 
attacks 

Efficient pairing free aggregate 
signature scheme which can be 
used in certificateless system for 
HWMSNs. 

Performance evaluation of the 
proposed CLAS scheme. 

Proposed scheme has efficient 
aggregation and satisfies the 
security needs for HWMSNs. 

[30] Secure medical data 
transmission and resistance 
against various security 
attacks 

Improving the security weakness of 
Liu-Chung's scheme using secure 
authentication and Data encryption 
for IoT medical care system.  

Security analysis of the proposed 
scheme 

Scheme shows that its ability to 
withstand attacks and satisfy 
security attributes. 

[31] Confidentiality of medical 
data 

Instance of new and efficient SHE 
scheme for homomorphic 
evaluation based on existing SHE 
scheme  

Performance evaluation of SIMD SHE 
FV, HDS, HCS, clustering and surf 
scheme for DR diagnosis. 

Proposed scheme can perform 
classification on encrypted DR 
image 

[32] Access control, data 
confidentiality, and secure 
searching over ciphertext. 

Lightweight keyword searchable 
encryption scheme along with fine-
grained access control for health 
IoT Fog cloud framework. 

Security and Efficiency analysis of the 
proposed scheme.  

Scheme is secure and needs 
less storage, transmission, and 
computation cost. 

[33] Security and privacy of 
medical data 

SAB-UAS scheme for secure 
communication of healthcare 
application 

NS3 simulation using network 
parameters. 

Proposed scheme is superior 
compared to other protocols. 

[34] Security and privacy of health 
data acquisition and 
transmission 

Secure Data scheme for IoT based 
healthcare system 

The scheme is analyzed based on 
FPGA simulation 

Performance of the scheme is 
analyzed and validated via 
FPGA simulations 

[35] Privacy and confidentiality of 
patient profiles. 

Fog-based middleware is hosted on 
the fog nodes for providing 
efficient aggregation 

Performance evaluation based on the 
accuracy  

Privacy is increased without 
affecting accuracy. 
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[36] Security for the stored 
information 

IoT based development framework 
for IoT cloud-centric 
communication  

The framework is evaluated based on 
efficiency, security, adoption and 
predictive analysis of physical 
activities. 

AES and RSA algorithms for 
thorough encryption and 
decryption for public and 
private clouds respectively. 

[37] Hardware attacks Evaluation platform to evaluate 
software security in the early stages 
of the design phase. 

Glitch&SCA, an evaluation platform 
to evaluate the design. 

This platform shows the 
resilience of MCU without any 
countermeasures against the 
side-channel attacks. 

   

TABLE III.  AI SECURITY IN HEALTHCARE

Paper 
Ref 

Proposed framework/Model AI Algorithm 
/Method 

Security Services Experiment 
Evaluation 

Results 

[38] eDiag, an online medical pre-
diagnosis framework that is used for 
preserving the privacy of medical 
information 

nonlinear 
support vector 
machine 
(SVM) 

Preservation of 
confidential information 
about the prediction 
model of the healthcare 
provider. 

Security analysis and 
performance evaluation of 
the proposed eDiag 
framework 

eDiag can ensure 
confidentiality and privacy 
medical data and also has 
high efficiency  

[39] Pdiag, privacy-preserving diagnosis 
scheme based on naïve Bayes 
classification 

Naive Bayes  
classifier 

Privacy preservation of 
user's health 
information 

PDiag performance 
evaluation based on 
accuracy and computational 
complexity. 

Pdiag is efficient and shows 
its privacy and security 
abilities  

[40] HealthGuard, ML security 
framework for malicious detection in 
SHS (smart healthcare system) 

ANN, DT RF 
and k-nearest 
neighbor 

Detection of malicious 
activities in SHS 

Performance evaluation 
against three malicious 
threats 

HealthGuard security 
framework is effective for 
SHS with 91% accuracy. 

[41] Robust watermarking model for 
maintaining the robustness of 
embedded data using double-layer 
security 

SVM classifier Medical image security Simulation to test the 
robustness and 
imperceptibility by 
measuring the PSNR and 
SSIM 

Robustness and 
Imperceptibility- more than 
0.5 for SSIM and more than 
35 dB for PSNR 

[42] Tiger Hash sign based AdaBoost 
with SVM classifier to improve the 
security of multicasting routing in 
MANETs 

SVM classifier Secure multicast routing 
for mobile healthcare 
systems 

Simulation of TH-ASVMC 
technique based on 4 
metrics 

TH-ASVMS can improve the 
reliability and rate of data 
integrity in multicast routing  

 

 

TABLE IV.  IOT SECURITY IN HEALTHCARE USING AI 

Paper 
Ref 

Proposed 
Framework/Model 

Security 
Issues 

Challenges AI 
method/Algor

ithm 

Experimental 
Evaluation 

Results 

[43] MSCryptoNet to enable 
scalability and 
conversion of neural 
networks for preserving 
the privacy of the deep 
learning scheme. 

Privacy of IoT 
in healthcare 
systems. 

Application of multi-key 
homomorphic encryption, 
converting FHE scheme 
into multikey MK-FHE, 
privacy, and stability of the 
training model 

Multi- 
Scheme 
Crypto Deep 
Neural 
Network  

MSCryptoNet for 
privacy-preserving 
prediction and 
comparison of diabetes 
progression for patients 
using multiple datasets 

MSCryptoNet shows 
no loss of accuracy 
and efficiency using 
dataset encrypted with 
different schemes or 
keys  

[44] A trust-based approach 
using Bayesian 
inference to find 
malicious devices in 
healthcare environment 

Insider attacks Threshold, Behavioral 
profile, large traffic 
volume, IT experts in HC 
area, security policy 
enforcement, 
implementation of 
additional security 
mechanisms 

Bayesian 
Algorithm  

Performance evaluation 
in simulated and real HC 
SDN environments  

The proposed 
approach is feasible 
and effective in 
detecting malicious 
HC devices compared 
to another IDS 
mechanism. 

[45] Domain deep patient 
ECG image learning 
framework to overcome 
biometric user 
identification challenges 

Security and 
privacy of 
smart health 

Biometric user 
identification in ECG 
scenarios 

Deep 
Convolutional 
Neural 
Network 

Evaluation of the 
framework using two 
public databases.  

Framework achieves 
97.2% accuracy and is 
outperforms other 
existing frameworks 

[46] EDPDCS based on 
MapReduce framework 
to enable clustering 
analysis for privacy 
preservation 

Personal 
information 
privacy 

Trade-off between 
accuracy and privacy in 
privacy-preserving 
clustering algorithms.  

k-means 
algorithm 

Comparison of NICV 
clustering results of the 
proposed method with 2 
datasets 

The proposed 
framework can 
improve efficiency & 
accuracy of the 
clustering algorithm 
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[47] Learning-based Deep Q 
n/w to manage health 
data and reduce 
malware attacks 

Security, 
privacy and 
reliability of 
the healthcare 
system. 

Privacy challenges and 
requirements in IoT 
Healthcare. 

Deep Q 
Learning 

NS2 simulation of 
framework security 
analysis is conducted and 
compared with other ML 
algorithms. 

Framework achieves a 
minimum error rate 
and an increase in the 
malware detection rate 

A. IoT Security in Healthcare 

     Table II is a study of related papers that discuss different 
kinds of security issues that are faced when using IoT in 
Healthcare. Some key observations are discussed in this 
section. (1) Healthcare data is susceptible to attacks which can 
lead to life-threatening consequences and its security is 
important. Most of the attacks discussed relate to the 
compromise of patient privacy. Authentication and 
authorization issues are also treated and approaches to resolving 
unauthorized access to patient profiles are proposed through 
numerous frameworks. (2) Only two papers propose 
frameworks related to the BSN architecture to secure IoT in 
healthcare. (3) From the proposed frameworks column, the 
majority of papers in Table II improve on existing schemes. (4) 
Cloud frameworks discussed in [21, 24 and 32], where 
preserving the privacy of the user’s healthcare data from IoHT 
is treated. (5) Frameworks studied show that evaluation is 
performance benchmarked, with factors such as accuracy, 
security, and efficiency. (6) Simulation-based implementations 
and their numerical results are presented in 20% of the papers 
surveyed, [23 and 33], with NS3 being the most common 
platform used. (7) Testbed environments deployed for 
evaluation of proposed schemes and their experimental results 
are covered in 10% of the surveyed papers,[17]. (8) Of the 
papers which present experimental evaluation, a majority prove 
efficiency of the proposed scheme; a few papers demonstrate 
the extent to which security requirements are satisfied, while 
preserving privacy and accuracy. 

B. AI Security in Healthcare 

Table III presents a study of paper related to how AI security 
services can assist healthcare and further observations are 
discussed in this section. (9) The Frameworks proposed, 
provide security services using AI methods/techniques. (10) 
The proposed AI security services leans more towards 
preservation of patient privacy. (11) Among the AI 
methods/techniques used in the frameworks, SVM machine 
learning-based algorithm is the most commonly used algorithm 
to secure healthcare. (12) Simulation based experiments and 
numerical results are presented in [41 and 42]. (13) A majority 
of these papers do not provide a percentage of the effectiveness 
of their framework and more papers need to report it in the 
future. 

C. IoT Security in Healthcare using AI 

     Table IV provides a study of how AI can be used for IoT 
security in Healthcare and further observations are discussed in 
this section. (14) A majority of the papers use deep neural 
networks for the security and privacy of healthcare systems. 
(15) A real healthcare SDN environment is used for 
performance evaluation in [44]. (16) Simulation based 
implementation and numerical results using NS-2 is presented 
in [47]. (17) All papers in this table undergo a comparison 

analysis that shows them outperforming other existing 
solutions.(18) None of the papers provide a comparison 
evaluation of different AI methods/techniques. 

IV. CONCLUSION 

This survey presents a study and analysis of different 
classifications based on past survey papers and journals papers 
between 2014 and 2019. A total of eighteen observations are 
discussed in this paper, taking into account both numerical and 
experimental evaluations presented in the surveyed papers with 
a focus on addressing security of IoT in healthcare. Security 
methods or techniques that employ AI based approaches for IoT 
in healthcare and associated frameworks are also surveyed. Our 
study showed that there is a lack of in-depth surveys published 
on the use of AI based approaches. Future work is highly 
recommended in this area. 
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